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ASIS PAP Standard – How can Citicus ONE help? 

The newly published ANSI/ASIS Security Management Standard, Physical Asset Protection, (ANSI/ASIS 

PAP.1 2012) provides a framework for an organization to manage its physical security risks more 

effectively. Citicus ONE is a comprehensive, automated risk management system that can help you in 

fulfilling the requirements of the standard as summarized in the table below. 

ANSI/ASIS PAP requirements How Citicus ONE can help 

The new standard specifies the 
characteristics of a physical asset 

protection management system (a 

‘PAPMS’) that organizations should build 
and maintain to help them to reduce the 

risk to physical assets. 

Citicus ONE provides a simple-to-use, efficient and 

continuous risk management system that supports an 

asset-oriented view of the risks associated with physical 
sites, information, people, suppliers and other entities. 

The PAP standard adopts the risk 

management model established by IS0 

31000 and similar standards. This 
includes processes for: 

 Defining the context of the risk 

management framework 

 Risk assessment of assets 

 Risk treatment 

 Reporting on risk 

 Monitoring and reviewing the 

status of risks over time. 

Citicus ONE enables you to: 

 Identify, categorize and record physical assets 

and their ‘owners’  

 Define and manage interdependencies between 

assets, suppliers, processes etc from a risk 
perspective 

 Conduct risk assessments of physical assets  

 Define and track remediation activities  

 Report on risk to all stakeholders including 

individual asset owners, risk managers, senior 
management, auditors and others. 

The PAP standard recognizes the 
importance of a risk oriented approach 

that takes into account the value of assets 
at risk, the risk appetite of the 

organization and the need to drive down 

the likelihood and impact of disruptive 
incidents affecting physical assets. 

Citicus ONE provides capabilities for you to: 

 Identify the potential and actual impact of 

incidents in a quantified, objective and consistent 

manner using an intuitive Harm Reference Table 

 Compare current risk status with the level you 

have defined as acceptable 

 Track actual incidents as a means of monitoring 

threat levels and the likelihood of suffering major 

incidents in the future. 

The standard provides an Annex of 

specific controls for physical asset 

protection that can be used in conjunction 
with the ASIS Protection of Assets 
Manual, Facilities Physical Security 
Measures Guideline and other standards 

of security controls.  

Citicus ONE is supplied out-of-the-box with a library of 
over 500 controls, drawn from many sources, for the 

protection of physical assets. These can be easily 
augmented or replaced by an organization’s own security 

standards, those from standards bodies such as ASIS or 

external regulatory and legislative requirements. 

The standard promotes a cross-discipline 

and cross-functional risk assessment and 

management framework that identifies, 
analyses, evaluates and treats all security 

risks within a singular, managed process. 

Citicus ONE’s ability to provide a platform for managing 

risks to physical assets, information systems and other 

entities that these depend on makes it a strong solution 
for achieving the goals for converged security 

management. 

Thus, Citicus ONE can provide the foundation of your physical asset protection management 

system (PAPMS).  



 

ASIS PAPMS – How Citicus ONE can help Copyright © 2015 Page 2 

Benefits of an automated risk management system 

Organizations often rely on spreadsheets, word processors and email trails to record their risk 

management activities. However, the benefits of employing an optimized risk management system such 

as Citicus ONE are substantial: 

• Streamlining the collection of risk assessment data to maximize efficiency and minimize the 

duplication of effort  

• Ensuring consistency and objectivity in the risk data you collect through well-structured and 

unambiguous questionnaires 

• Facilitating the delegation of risk management activity down through the organization to 

maximize the involvement of asset ‘owners’ themselves 

• Providing sophisticated graphical management reporting on risk, including trends and internal 
benchmarking 

• Consolidating risk information from different sources with a single methodology, enabling a 
more converged approach to risk management 

• Providing a reliable and central audit trail of risk management activities that will help the 
organization monitor what has been done and for what reasons 

• Deploying a tool that can be rolled out quickly across the organization and benefiting from 

professional and responsive software support 

• Demonstrating a robust and mature risk management approach to all stakeholders, including 

senior management, customers, shareholders, auditors and regulators. 

Implementing Citicus ONE 

Citicus ONE is a web-based software tool that supports implementations on any scale.  It is available 

as a: 

• Server-based software application installed in-house and accessed 

across your corporate intranet  

• Single-user desktop or laptop implementation suitable for a small 

scale implementation 

• Managed ‘on-demand’ service hosted by Citicus in a world-class data 
centre and accessed securely over the Internet. 

Training and implementation support for employing Citicus ONE as a PAPMS is available from Citicus 
and our partner, Unified Security. 

Citicus ONE provides multi-lingual support in the following languages: 

 

 

 

 
  

For further details, please contact us as follows: 

Citicus Limited 

71-75 Shelton St, Covent Garden,  
London WC1V 7QT 

E-mail: info@citicus.com 

Web: www.citicus.com 

Tel: +44 (0)20 7126 4999 

Unified Security 

Contact James Willison, Founder 

E-mail:  jameswillison@unifiedsecurity.net 

Web: www.unifiedsecurity.net 

Tel: +44 (0)1322 862901 

Mobile: +44 (0)7841 716342. 
 

 Dutch  French 

 English (UK)  German 

 English (US)  Japanese 
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